
Microsoft Security Bulletin Impact Matrix

Bulletin Rating Affected Users Offered by Windows Update Offered by Microsoft Update
Critical Visual Basic Programmers No No

Critical Visual Studio Programmers No No

Critical Visual Studio Programmers No No

Critical Visual FoxPro Programmers No No
Critical Visual FoxPro Programmers No No
Critical Visual FoxPro Programmers No No
Critical Project Managers No Yes
Critical Project Managers No Yes

Critical End User Web Developers No Yes

Critical Windows 2000 Service Pack 4 Yes Yes
Critical Windows XP Service Pack 2 Yes Yes
Critical Windows XP Service Pack 3 Yes Yes
Critical Windows Server 2003, Service Pack 1 Yes Yes
Critical Windows Server 2003, Service Pack 2 Yes Yes
Critical Windows Vista, RTM (Original Release) No Yes
Critical Windows Vista, Service Pack 1 No Yes
Critical Windows Server 2008 No Yes
Critical Anyone who uses Microsoft Word, 

alone, or as their editor for Microsoft 
Outlook

No No

Critical Anyone who uses Microsoft Word, 
alone, or as their editor for Microsoft 
Outlook

No Yes

Critical Anyone who uses Microsoft Word, 
alone, or as their editor for Microsoft 
Outlook

No

Yes
Critical Anyone who uses Microsoft Word, 

alone, or as their editor for Microsoft 
Outlook

No Yes

MS08-072

MS08-071

MS08-070
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Microsoft Security Bulletin Impact Matrix

Bulletin Rating Affected Users Offered by Windows Update Offered by Microsoft Update
Critical Anyone who uses Microsoft Word, 

alone, or as their editor for Microsoft 
Outlook

No Yes

Important Anyone who uses the Word viewer to 
browse Microsoft Word documents

No Yes

Important Anyone who uses the Word viewer to 
browse Microsoft Word documents

No Yes

Important Anyone who uses the Word viewer to 
browse Microsoft Word documents

No Yes

Important Anyone who uses the Word viewer to 
browse Microsoft Word documents

No Yes

Important Anyone who uses the word processor in 
Microsoft Works 8

No Yes

Important Anyone who uses the word processor in 
Microsoft Works 2004

No Yes

Important Anyone who uses the word processor in 
Microsoft Works 2005

No Yes

Important Anyone who uses Microsoft Word for 
the Mac

No No

Important Anyone who uses Microsoft Word for 
the Mac

No No

Important Anyone who uses Microsoft Word for 
the Mac

No No

MS08-073 All users of Microsoft Windows Yes YesCritical
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Microsoft Security Bulletin Impact Matrix

Bulletin Rating Affected Users Offered by Windows Update Offered by Microsoft Update
Critical Anyone who uses Microsoft Excel. No No
Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes

Critical Anyone who uses Microsoft Excel. No Yes
Critical Anyone who uses Microsoft Excel. No Yes

Critical Anyone who uses Microsoft Excel. No Yes

Important Anyone who uses Microsoft Excel. No No
Important Anyone who uses Microsoft Excel. No No
Important Anyone who uses Microsoft Excel. No No

MS08-075

YesMS08-076 Important All users of MS Windows Media players Yes

MS08-074

Critical All users No Yes
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Microsoft Security Bulletin Impact Matrix

Bulletin Rating Affected Users Offered by Windows Update Offered by Microsoft Update

NoSharePoint Server UsersImportantMS08-077 Yes
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-072

MS08-071

MS08-070
Offered by Office Update Restart Required? Affected Installations Affected Component

Maybe Visual Basic 6.0 and Visual Studio 6.0

Maybe Visual Studio .NET 2002, Service Pack 
1

Maybe Visual Studio .NET 2003, Service Pack 
1

Maybe Visual FoxPro 8.0, Service Pack 1
Maybe Visual FoxPro 9.0, Service Pack 1
Maybe Visual FoxPro 9.0, Service Pack 2
Maybe Project 2003, Service Pack 3
Maybe Project 2007, RTM (Original Release)
Maybe Project 2007, Service Pack 1
Maybe FrontPage 2002 (part of Office 

XP/2002), Chinese Simplified, Chinese 
Pan, Chinese Traditional, and Korean

Yes Yes All
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, both 32 and 64 Bit Editions
Yes Yes All, including Core
Yes Maybe Office 2000, Service Pack 3 Microsoft Word, including its use as the 

message editor for Outlook

Yes Maybe Office XP, Service Pack 3 Microsoft Word, including its use as the 
message editor for Outlook

Yes Maybe

Office 2003, Service Pack 3

Microsoft Word, including its use as the 
message editor for Outlook

Yes Maybe Office 2007, RTM (Original Release) Microsoft Word, including its use as the 
message editor for Outlook, which is the 
default configuration

Graphics rendering is a fundamental 
part of Windows, itself. At issue is the 
processing of Windows Metafiles, which 
include, among other things, clip art and 
print files.

Vulnerabilities in Visual Basic 6.0 Runtime 
Extended Files (ActiveX Controls)
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-073

Offered by Office Update Restart Required? Affected Installations Affected Component
Yes Maybe Office 2007, Service Pack 1 Microsoft Word, including its use as the 

message editor for Outlook, which is the 
default configuration

Yes Maybe Word Viewer 2003, RTM (Original 
Release)

Entire package

Yes Maybe
Word Viewer 2003, Service Pack 3

Entire package

Yes Maybe Office Compatibility Pack for Word, 
Excel, and PowerPoint 2007 File 
Formats, RTM (Original Release)

Entire package

Yes Maybe Office Compatibility Pack for Word, 
Excel, and PowerPoint 2007 File 
Formats, Service Pack 1

Word Viewer

Yes Maybe Works 8.0 (must upgrade to Works 8.5, 
a free upgrade)

Microsoft Word, the included word 
processor

Yes Maybe Works 8.0 (must upgrade to Works 8.5, 
a free upgrade)

Microsoft Word, the included word 
processor

Yes Maybe Works 8.0 (must upgrade to Works 8.5, 
a free upgrade)

Microsoft Word, the included word 
processor

Maybe Office 2004 for Mac Microsoft Word

No Office 2008 for Mac Microsoft Word

No Open XML File Format Converter for 
Mac

Equivalent to the Word 2007 
Compatibility Pack for Windows users, 
also handles Office 2005 for Mac 
documentsWindows 2000, Service Pack 4 Internet Explorer 5.01, Service Pack 4

Windows 2000, Service Pack 4 Internet Explorer 6, Service Pack 1
Windows XP Service Pack 2 Internet Explorer 6, all editions
Windows XP Service Pack 3 Internet Explorer 6, all editions
Windows Server 2003 Internet Explorer 6, all editions
Windows XP Service Pack 2 Internet Explorer 7
Windows XP Service Pack 3 Internet Explorer 7
Windows Server 2003 Internet Explorer 7
Windows Vista Internet Explorer 7
Windows Server 2008 Internet Explorer 7

Yes Yes
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-075

MS08-076

MS08-074
Offered by Office Update Restart Required? Affected Installations Affected Component
Yes Maybe Office 2000, Service Pack 3 Microsoft Excel
Yes Maybe Office XP, Service Pack 3 Microsoft Excel
Yes Maybe Office 2003, Service Pack 3 Microsoft Excel
Yes Maybe Office 2007, RTM (Original Release) Microsoft Excel
Yes Maybe Office 2007, Service Pack 1 Microsoft Excel
Yes Maybe Excel 2000 Viewer Entire package
Yes

Maybe
Excel Viewer 2003, RTM (Original 
Release)

Entire package

Yes Maybe Excel Viewer 2003, Service Pack 3 Entire package
Yes

Maybe

Office Compatibility Pack for Word, 
Excel, and PowerPoint 2007 File 
Formats, RTM (Original Release)

Excel Viewer

Yes

Maybe

Office Compatibility Pack for Word, 
Excel, and PowerPoint 2007 File 
Formats, Service Pack 1

Excel Viewer

No Maybe Office 2004 for Mac Microsoft Excel
No Maybe Office 2008 for Mac Microsoft Excel
No Maybe Open XML File Format Converter for 

Mac
Equivalent to the Excel 2007 
Compatibility Pack for Windows users, 
also handles Office 2005 for Mac 
documents

Windows Vista, RTM (Original Release) Windows Search
Windows Vista, Service Pack 1 Windows Search
Windows Server 2008 Windows Search (not part of Core)

Yes Windows 2000, Service Pack 4
Maybe Windows XP, Service Pack 2
Maybe Windows XP, Service Pack 3
Maybe Windows Server 2003, Service Pack 1
Maybe Windows Server 2003, Service Pack 2
Yes Windows 2000, Service Pack 4
Maybe Windows XP, Service Pack 2
Maybe Windows XP, Service Pack 3
Maybe Windows Server 2003, Service Pack 1
Maybe Windows Server 2003, Service Pack 2
No Windows Vista, RTM (Original Release)
No Windows Vista, Service Pack 1
No Windows Server 2008

Yes

Windows Media Format 7.0

Windows Media Player 6.4

No Yes
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-077

Offered by Office Update Restart Required? Affected Installations Affected Component
Yes Windows 2000, Service Pack 4
Maybe Windows XP, Service Pack 2
Maybe Windows XP, Service Pack 3
Maybe Windows Server 2003, Service Pack 1
Maybe Windows Server 2003, Service Pack 2
No Windows Vista, RTM (Original Release)
No Windows Vista, Service Pack 1
No Windows Server 2008
Yes Windows 2000, Service Pack 4
Maybe Windows XP, Service Pack 2
Maybe Windows XP, Service Pack 3
Maybe Windows Server 2003, Service Pack 1
Maybe Windows Server 2003, Service Pack 2
No Windows Vista, RTM (Original Release)
No Windows Vista, Service Pack 1
No Windows Server 2008
Yes Windows 2000, Service Pack 4
Maybe Windows XP, Service Pack 2
Maybe Windows XP, Service Pack 3
Maybe Windows Server 2003, Service Pack 1
Maybe Windows Server 2003, Service Pack 2
No Windows Vista, RTM (Original Release)
No Windows Vista, Service Pack 1
No Windows Server 2008 (excluding Core)

SharePoint Severe 2007, RTM (Original 
Release)
SharePoint Sever 2007, Service Pack 1

Windows Media Format 9.0

Windows Media Format 9.5

Unspecified

Windows Media Format 11

MaybeYes
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-072

MS08-071

MS08-070
KB ID

KB926857

KB958392

KB958393

KB958369
KB958370
KB958371
KB949045
KB949046
KB949046
KB957797

956802
956802
956802
956802
956802
956802
956802
956802

KB956328

KB956329

KB956357
KB956358
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-073

KB ID
KB956358

KB956366

KB956366

KB956828

KB956828

KB959487

KB959487

KB959487

KB960402

KB960401

KB960403

958215
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-075

MS08-076

MS08-074
KB ID

KB958435
KB958372
KB958436
KB958437
KB958437
KB958442
KB958434

KB958434
KB958439

KB958439

KB960402
KB960401
KB960403

959349
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Microsoft Security Bulletin Impact Matrix

Bulletin

MS08-077

KB ID

957175
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